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AHHOmayus. B cmamvee paccmampusarmcsi  CO8peMeHHble  ChOCo0bl,  UCNO/Ib3yeMble
0151 ommbleaHUsl O0eHedXdCHbIX cpedcms, Jo6bIMbIX NPeCmMynHblM Nymém hpu cogepuieHuuU
KubepnpecmynjeHull, a makxyce 000CHO8bl8AemMcsi Heob6X00UMOCMb BHeCceHusl U3MeHeHull 8
delicmeyrwujee yzo0/08HOe U AOMUHUCMPAMUBHOE 3AKOHOOAMe/aAbCm8o 3a hepedady OAHKOBCKOU
Kapmbl UAU HOMepo8 CUM-KApm mpembvuM AuYam, 8 Mmom 4ucjae U 8 OMHOWEHUU CamMux dponos, mak
KaK UMEHHO OaHHble UHCMPYMeHMbl Uzsparwm K/aAH4esyl poJb 8 COKpblmuu c/1edo8 npecmyn/eHus
U ommbi8aHUU OeHexcHbIX cpedcms. Onucbigaemcsi posb dponoe u dponogodos 8 cocmase
0p2aHU308AHHOU NpecmMynHOU 2pynnbl, d Makjce npecmynHbvle CXeMbl, KOmMopble UCNOAb3yromcs 05
HaxoxcdeHusi dponog 8 supmya/abHol chepe nymém pasmeujeHusl pekaamvl 0 mpydoycmpolicmee
(803MOXMCHOCMb NOJAYYEHUS «/162K020» 3apabomkd) uau HaxoxcdeHus 6 pedxcume og.aliH (uepe3
3HAKOMbIX, cpedu JAUY C aJKO20/bHOU 3d8UCUMOCMbIO UAU AUy 6e3 onpedeqéHHO20 Mecma
scumesnvcmed). Kpome mozo, 6 cmamve paccmampusaromcsi 8udsvl dponos, UAu 0eHeMCHbIX MY.108, C
npusedeHuem npumepos 06 ocobeHHoCcmsx molii uau uHoli kamezopuu. CoesdH cpagHUMeNbHO-NPasosoll
aHaaus 3apybexcHoz20 3akoHodamesabcmea 06 omeemcmeeHHOCMU 3d hepedauy mpemvuM JAUYAM
naaméxcHoll kapmol uau Homepa cum-kapmol (KHP, ®panyus, 'epmaHus), a makdyice npakmuyeckull
onbim KHP 8 npomusodelicmeuu sezanudayuu 00x0008, 006bIMbIX NPECMYNHbLIM NYMEM.

Kawuessvie caosa: kubepnpecmynHocmbs, dpon, 0ponogod, njaameéxcHass Kapma, OMmMbleaHue
deHedcHbIX cpedcms, HOMepa CUM-Kapm, y20/108HASl 0M8emcmeeHHOCMb, MO6U/bHble 0Nepamopbl.

KIBERJINOYATLARNI SODIR ETISHDA PUL MABLAG’LARINI YUVISHNING YANGI
USULLARI

Sabirbayeva Aynura Baxit qizi,
O‘zbekiston Respublikasi [IV akademiyasi
Jinoyat-protsessual huquqi kafedrasi dotsenti

Annotatsiya. Maqolada kiber jinoyatlar sodir etishda jinoiy yo‘l bilan olingan pullarni
legallashtirishda qo‘llanadigan zamonaviy usullar ko‘rib chiqilgan, shuningdek, droplarga nisbatan
bank kartasi yoki SIM-karta raqamlarini uchinchi shaxslarga o‘tkazish uchun javobgarlik belgilash
va amaldagi jinoiy va ma’muriy qonunchilikka o‘zgartirish kiritish zarurligi asoslangan. Aynan shu
vositalar jinoyat izlarini yashirishda va jinoyatchilikdan olingan daromadlarni legallashtirishda
muhim ahamiyatga ega. Unda uyushgan jinoiy guruhning bir qismi sifatida droplar va
dropovodlarning o‘rni va vazifalari, shuningdek, droplarni topishning usullari, ya’ni onlayn reklama
joylashtirish orqali (ishga joylashish bo'yicha e’lonlar, masalan, “oson” daromad topish) yoki oflayn
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rejim (tanishlar, spirtli ichimliklarni iste’mol qilishga moyil bo‘lgan shaxslar, yashash joyi aniq
bo‘lmagan shaxslar), droplarni topish uchun ishlatiladigan jinoiy sxemalar tasvirlangan. Bundan
tashqari, maqolada droplarning turlari va har bir toifaning xususiyatlari misollar bilan keltirilgan.
To'lov kartasi yoki SIM-karta ragamini uchinchi shaxslarga o‘tkazish uchun javobgarlik to‘g‘risidagi
xorijiy qonunchilikning (Xitoy, Fransiya, Germaniya) qiyosiy-huquqiy tahlili amalga oshirgan,
shuningdek, Xitoy Xalq Respublikasining jinoyatchilikdan olingan daromadlarni legallashtirishga

qarshi kurashish bo'yicha amaliy tajribasi ko‘rib chiqilgan.
Kalit so‘zlar: kiberjinoyatchilik, drop, dropovod, to‘lov kartasi, jinoiy daromadlarni legallashtirish,
SIM-karta raqamlari, jinoiy javobgarlik, uyali aloqa operatorlari.

NEW WAYS OF MONEY LAUNDERING IN CYBERCRIMES

Sabirbaeva Ainura Bakhit Kkizi,
Associate Professor of the Department

of Criminal Procedure Law,

Academy of the Ministry of Internal Affairs
of the Republic of Uzbekistan

Abstract. The article considers modern methods used for laundering criminally obtained funds in
the course of committing cybercrimes, and substantiates the necessity to amend the current criminal
and administrative legislation for transferring bank card or SIM card numbers to third parties as
for the droppers themselves. Since these tools play a key role in hiding traces of crime and money
laundering. The article describes the role of droppers and droppers as part of an organized criminal
group, as well as criminal schemes that are used to find droppers in the virtual sphere by placing
advertisements for employment (obtaining “easy” earnings) or by finding them offline (through
acquaintances, among persons with alcohol addiction or persons of no fixed abode). In addition,
the article discusses types of dropships or money mules with examples of peculiarities of this or that
category. A comparative legal analysis of foreign legislation on liability for the transfer of payment
card or SIM card number to third parties (PRC, France, Germany) is made, as well as the practical
experience of the PRC in combating money laundering.

Keywords: cybercrime, dropping, dropper, payment card, money laundering, SIM card numbers,

criminal liability, mobile operators.

BBeaeHnue

Hu pna koro HU cekpeT, YTO MpecCTym-
HUKHU JileHb OTO JIHSI COBEPILEHCTBYIOT CBOM
METOJHUKH MU CIIOCOOBI A/ 06JIerdeHUs COo-
BEpLIEHUS] NPECTyIJIEHUH, B TOM 4YUCIE U
KUOepnpecTyNnHUKH, KOTOPbIE /ISl JOCTHXKE-
HUSI CBOUX NMPECTYMHBIX LieJIed HCNOJIb3YIOT
He TOoJbKO [IT-HaBbIKM, IPpOrpaMMHUpPOBaHUE,
(me)uwndpoBaHUe, COLUATBHYIO HHKEHEPHUIO,
HO ¥ MMellecs Ja3erkyu B 3akoHe. Kubep-
NPEeCTYyNHOCTb [JJaBHO IepellarHyJjia MOpor
OT COBeplIeHUsl KubepaTak B OJHWHOYKY, B
pexxuMe alone 70 co3/jaHUs LieJIbIX OpraHU-
30BaHHbIX NPECTYNHbIX rpyni. K aTomy npo-
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1eccy TakXKe MOJKJIYUIUCh U Te, KTO PaHb-
1Ie OCYLIeCTBJISIJI BCE MPECTYMHbIE 3aMbIC/IbI
B odualiH-pexkuMe, K NpPUMepy HapKOTOp-
rOBIIbl, TOPTOBIIbI OPY>KHUEM U T. [I.
Bo3moxxHoCTHU ryiobasbHOM ceTu UHTep-
HeT, B ToM uucje U Darknet, mopaxarT. B
Darknet MOXHO He TOJIbKO NpPHOOpPECTH
HAapKOTHKH, KOHQUJEHLMa/lbHble JaHHble
KJIMEHTOB OAaHKOB WJIM MJATEXKHBIX CUCTEM,
codT [J/ad OCyllecTBJeHUs KubepaTaky,
Tak U HabpaTb KOMaHAY AJisl OCyllecTBJIe-
HUA TOW WJU UHOM MNPECTYNNHOU CXeMbl B
BUPTyaJlbHOM NIpocTpaHCcTBe (coder, topic
starter, vbiver, scammer u T. a.). 06 beau-

YURIDIK FANLAR AXBOROTNOMASI / BECTHUK HOPUOWHECKMX HAYK / REVIEW OF LAW SCIENCES ” ‘



12.00.09 - JINOYAT PROTSESSI. 2024-YIL 1-SON
VOLUME 8

ISSUE I/ 2024

KRIMINALISTIKA.

\ LN

TEZKOR-QIDIRUV HUQUQ VA SUD EKSPERTIZASI

HeHUe B KOMaH/Jy OCOOEHHO KpailHe Bax-
HO B KHUOepHpecTymJeHUsX, CBA3AHHBIX C
3aBJIaJleHMEeM 4YYKMMU [JeHEeXXHbIMHU Cpej-
CTBaMH, TaK KaK Ka)XJ bl 4JleH OpTaHU30-
BAaHHOW TpYNIIbl BBINOJHAET OINpeAesaEH-
HYy1O0 poJsib. OfHUM U3 BaKHEUIIUX YJIEHOB
JAHHOW TPYNNHUPOBKHU SABJAETCA TOT, KTO
IIOMOraeT COKpPBITb CJeJbl NPEeCTyINJeHUs
U OTMBITh JI€eHEeXHble CpeJiCTBa, YTOObI He
NONacTbCd B CeTH NPaBOOXPAHUTEJbHBIX
opraHoB. Ero UMeHyIOT N0-pa3HOMYy: B €B-
pomnelckux cTpaHax — money mull (geHex-
HbIH MyJ1), y Hac — JpoI.

[IpoaHanv3upoBaHHble JaHHbIE IIOKa-
3bIBAIOT, UTO 3a JE€HEeXHBbIM MyJIOM CTOAIT He
MeJIKMe MPeCTyNHUKH, a CJA0KHbIe MPeCTyII-
Hble OpraHU3al{M, BOIPEKU O0XKHUAAEMOMY.
Kak BbIpasuiica npesugeHT EBporocta /[x0H
Jleiinen (John Leyden): «BaxxHO mOHMMATBh,
YTO OTMBbIBAaHMWE JleHer Ha IepBbIA B3IJA[
MOXEeT I0Ka3aTbCAd MEJIKUM MNpecTyIJIeHHU-
€M, HO OHO OpPraHM30BaHO OpPraHU30BaHHbI-
MU NpecTynHbIMU rpynnamu» [1]. OgHako,
K COXXaJIEHUIO, pOJIb PONOB UJIA JEeHeXHbIX
MYJIOB OCTAéTC B 3HAYMTEJbHOW CTEelNeHH
HeuccaeLoBaHHOH, Kak a4 IR, Tak u g4 co-
LMaJbHbIX HayK [2].

CiemyeT OTMETHTD, YTO NOABJIEHUE Tep-
MHHa «OTMbIBaHHUe JleHer» /111 0603Ha4YeHUs1
npouecca npeo6pa3oBaHus JieHeT, M0Jy4eH-
HBIX IPECTYIIHBIM NIyTEM, B UMYILECTBO, UMe-
1ouiee BU/J, IPaBOMEPHO MOJIy4Y€HHOTO, 4aCTO
CBA3BIBAIOT C JeATEeJbHOCTb) HU3BECTHOrO
yukarckoro ranrcrepa Aiub Kanone. CorJac-
HO pacnpoCTPaHEHHOM BEepCUH, JeHeXHble
CpeACTBa, MoJiyyaeMble OT OyTJierepcrea -
KOHTpabaH/ibl aJIKOT0JIS1 B IepUO/, JeCTBUSA
TaK Ha3bIBAe€MOI'0 «CyxXoro 3akoHa» B CIIA,
[l BBeJleHUsl B JierajbHbld 060pOT cMe-
IIMBAJIMCh C BBIPYYKOW MNpPUHAJAJNIEKABLIEH
Anbp KanoHe ceTH mnpayeyHbIX caMooOCIy-
kuBaHud [3]. TakuM 06pa3oM MPOUCXOAUJIO
OTMbIBaHHE «TPA3HBIX» JileHer U UX «obe-
JieHue». X0TA B IOPUAMYECKOM U 3aKOHOJa-
TeJIbHOM KOHTEKCTe 3TO BbIpaXX€HHE BIep-
Bble nosaBusoch B CIIA B 1982 roay.
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CerofHs 0MacHOCTb KMbepHpecTyIieHui
CBSI3aHa C TeM, YTO MOMMaTh MPeCcTyNHUKA U
BBIC/IEJUTb €r0 OYeHb TPYJAHO, TaK KakK MC-
NO0JIb3YIOTCS COBpEMEHHbIE TEXHOJIOTUH, Ta-
kue kak VPN-cepBuc (mpu McCHo/b30BaHUU
NJIATHOW BepcuM cTouMocThbio oT 500 posia-
poB CIIA HalTH MecTOnoJIOXKEHHE NPeCcTyI-
HHUKa NpaKTUYeCKU HepeasbHO). K ToMy ke
JiJIs1 OTMbIBaHUSA JleHer 0653aTesIbHO HYXeH
YyeJIOBeYeCKHUU KaluTaja — JPOIBbL.

Jlpon, WM [AeHEeXHbId MyJ, KOTOPOTO
WHOT/Ia Ha3bIBAlOT «CMypdepoM», 3TO YeJsio-
BEK, KOTOPbIM NMePeBOJUT JleHbr'H, OJTY4YeH-
Hble HE3aKOHHBbIM IIyTEM, HallpUMep IMyTEM
KpaXkKM WJM MolleHHuYecTBa. JleHexHble
MyJibl TepeBOAAT CpesCcTBa JIMYHO, 4Yepe3
KYPbepCKYyH0 CAyXKO0y WM B 3JE€KTPOHHOM
BU/Jle OT UMEHH Jpyrux [4]. lponsl - 3TO Te,
KOTO HCI0JIb3YIOT NPECTYNHUKH, CKOpee, KaK
«pacxo/HbIA MaTepHas», IOTOMY YTO UMEH-
HO Ha HUX COTPYAHUKHU NPaBOOXPAHUTEJIb-
HbIX OPTaHOB BBIXOJAT B MEPBYI O4Yepe/b.
JlaHHOr0O MHEHUs NpPUJEPKUBAETCA U DAL
eBpONeNCcKUX y4éHbIX [5].

[To mHeHuto Panep Xasic (Rainer Hulsse),
«[IpecTynHUKM OOBIYHO HAHMMAIOT JEeHeX-
HbIX MYJIOB B 3ala/iHbIX CTpaHax, YTOObl UM
He MPUXOJUJIOCh NEepPeBOJUTb YKpaJeHHbIe
JleHbr'M HeNocpeJCTBEHHO Ha CBOU CO6-
CTBEHHble 6AHKOBCKHE CYEeTa, OCKOJIbKY 3TO
3HAYUTEJbHO 006JIerYuso 6bl MPAaBOOXPAHMU-
TeJIbHbIM OpraHaM BblsiBJieHHe GeHedulHa-
poB» [6, c. 1008].

BaHKH, B KOTOpBbIX OTKpbIBAKOTCH Cye-
Ta JIEHEeXHbIX MYJIOB, UTOObI CHATbH C Cebs
OTBETCTBEHHOCTb, NpPHUJAyMaJld  TEOPUIO
securitisation (T.e. 06bABASAIOTCA NpeCTaB-
JIAIOLKMMHU Yyrpo3y 6e30MacHOCTH), yTBepX-
Jilasi, 4TO JeHeXHble MYyJibl IOJBEPralwTCcs
ceKblOpUTH3anuu [7, c. 415].

MaTepuasibl 1 METO/bI

B xozie uccief0BaHUSA LIMPOKO UCIOJIb30-
BaJ/IMCb METO/ibl TO3HAHUSA: aHaAJU3a, CUHTe-
3a, JIOTUKH, CPaBHUTEJbHO-IPAaBOBOr0 aHa-
JIN3a, HabJII0jeH1s, 0600611eHHd, CHCTEMHOTO
aHaJsiu3a, onpoca. Kpome Toro, 661U HU3yye-
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Hbl MaTepuasibl YrOJOBHBIX JeJI, paccaeny-
eMbIX B OTZiesie 10 60pbOe ¢ NpecTynaeHUs -
MU B chepe MHPOPMALMOHHBIX TEXHOJIOTUH
OBIICUT I'YB/| roposa TamkeHTa, a Takxe
IPUTrOBOPOB, BBIHECEHHBIX CyJaMU Tropoja
TalikeHTa B OTHOIIEHUHU JIML], COBEPLIMBIIMX
KubepnpectymnieHust. Takxke Obl1 MPOBEJEH
OIIpOC CpeAy CJefoBaTeseld U JOo3HaBaTeen
0 MOBOJY HEOOXOAUMMOCTH BHECEHUS U3Me-
HEHUU B YroJIOBHOE W aJMUHUCTPATUBHOE
3aKOHO/IaTe/bCTBO 3a lepefjayy 6aHKOBCKOU
IJIaTEXHOW KapThl MJIU HOMeEpa CUM-KapThl
TPeTbUM JIMLAM (JApomnam).

Pe3ysibTaThbl MiCC/Ie JOBAaHUS

[IpecTynHas cxeMa TakoBa, YTO JpOIO-
BO/Ibl (OpPraHU3YIOT [1eATeJbHOCTb JAPOIOB)
HaXOJAT APOMNOB JKWOO B OHJIAWH-, TUOO B
odialiH-pexuMme.

B onJlaliH-pexrMe JApONOB HaxoAAT 4Ye-
pe3 counanbHble ceTu (Telegram, Instagram,
Facebook) nmyTém BbIKJaZibIBaHUSA OO'bsIBJIE-
HUM mojgo6Horo poja («XoTuTe 3apaboTaThb
JleHbI'M O6bICTPO U 6e3 ycunui? OnbIT He Tpe-
oyetcsa! Tosbko »KeslaHHWe 3apaboTaTb!» U
T.[l.). YpOBEHb I'PaMOTHOCTU aBTOpPOB JjaH-
HbIX 00'bSIBJIEHUW — JJPONIOBO/IOB OYEHb HU3-
Kul. Kak BepHO OTMeTHJ1 B CBOEM MCC/IENO0-
BaHuu Bpyk C. Yapsb3 (Brooke S. Charles):
«TeM He MeHee HUX 06pa3oBaHHUeE, MO-BUJU-
MOMy, 6a30BO€, YYUTbIBasl MJIOXOW S3bIK B UX
3JIEKTPOHHBIX NMHUCbMax O MpUéMe Ha pabo-
Ty» [8].

[locne pa3MeleHusi pekjaMbl U 0ObAB-
JIEHHUH C [ApONoBOJaMHU CBA3bIBAIOTCA IIO-
TeHLMaJbHble Jipombl. Kak 0oTMeTU/IM HeKo-
TOpble Y4YéHble, JIeHEeXXHbIX MYJIOB BepOYIOT
C HCII0JIb30BaHHWEM pa3/IMYHbIX IOJX0/0B,
4acTO 3aMaHMBas 00eL]aHUSMU POCKOLIHOIO
obpasa »KM3HH, YTOObl 3aUHTEPECOBATH MO-
TeHI[MaJIbHbIX JleHeXXHbIX MYJI0B [7]. Ha naHn-
HYI0 Y/J0YKY B OCHOBHOM NONAJlal0TCs JMLa C
HU3KUM YpOBHEM 006pa30BaHUsA JIUOO C HU3-
KO (PHHAHCOBOM TpaMOTHOCTbIO, TaK Kak
JII060M IrpaMOTHBIN YeJIOBEK MOHUMAET, UTO
«becIJIaTHbIM ChIp ObIBA€T TOJIBKO B Mbllle-
JIOBKE» W MOJY4YUTb paboTy 3a 10 ThIC. J0JI-
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sapoB CIIA, He mpuJarasg HUKaKUX YCUJIWH,
HepeaJIbHO.

CTOUT OTMETUTh, YTO CYLIEeCTBYeT He-
CKOJIbKO BUJ0B ponoB. ®BP genut nenex-
HbIX MYJIOB Ha TPU KaTeropuu B 3aBUCHUMO-
CTH OT UX LieJIeU U CTelleHU BOBJIEYEHHOCTH:
HeOoCBeJJOMJIEHHbIE JIeHeKHble MyJIbl; CO3Ha-
TeJibHbIE JIEHEXKHbIE MYJIbl; IeHEXXKHbIE MY.JIbl
- COY4YacCTHUKH [9].

Jlponbl nepBOM KaTeropuud He 3HAWOT,
YTO C UX MOMOULIbI COBEPILIAETCA COKPBITHE
c/1eloB npecTylieHUA. Tak, MO YroJIOBHO-
My geay Ne 1-1003-2204/773 [10], rpaxza-
He [0. u 3., o npeaBapUTESBHOMY CTrOBOPY
C TpyNnoM JiUL, 3aHUMaJIMCb TeEM, YTO Ha-
XOJIWJIM JPONOB, B OCHOBHOM B odJiaiiH-pe-
)KUMe CpeAyd 3HAaKOMbIX W POJACTBEHHUKOB
(mocneaHve He 3HAJMU O TOM, YTO UX KOH-
bujeHMaNIbHbIe JaHHble MOXUIEHbI), YbH
IJIATEXKHble KapThl B IOCJEeAYIOLEM UCIOJIb-
30BaJIUCh [JI1 OTMBIBAHHUA JleHeT. 32 KaXAYy10
IJIATEXHYI0 KAapTy ApPOonoBoAbl nosaydanu 20
fosutapos  CIIA.

Bropas kaTeropuss ApONoB: OHU CaMH
CBA3BIBAIOTCA C JAPONOBOAAMHU U MNPOAAIOT
CBOM IJIaTEXHble KapThl WJIM HOMepa CUM-
KapT JpoNoOBOJaM 3a ONpefieIEHHYI CyMMY
neHer. B conuanbHoM cetu Telegram cye-
CTBYeT MHOECTBO I'PyII, B KOTOPBIX MpoJa-
I0TC U NMPUOOPEeTAaTCA MOJ0OHbIE YCIYTH.
Jl1g coBeplieHUs [AAHHOIO TNPeCTYyIUIeHUA
JIpOTIOBO/Ibl TPEOYIOT BBINOJHUTL €ro HH-
CTPYKLMH, 3aKJyarwlidecss B TOM, YTOObI
0pOpPMUTH MJIATEXKHYIO KapTy ONpejeséH-
HOro 6aHKa M 4yepe3 6AHKOMAT MOAK/IIOYUTH
cMC-UHPOpPMHpOBaHME Ha yKa3aHHbIM [Apo-
noM TesiepoHHbIN HOMeD. [locsie aToro Apon
Jl0JDKeH cloMaTbhb QU3WYEecKyr KapTy. Bechb
3TOT NpPOLECC CONMPOBOXKAAETCA BUAEOPUK-
cauueil. [locsie BbIMOJHEHUS] JAHHBIX TPebOO-
BaHUM ApPOMNY HA YKAa3aHHYI UM KapTy CKHU-
/ibIBaeTcsl 06roBOopeHHass cyMMa JeHer (OT
20 TbIC. O 3 MJIH CYMOB B 3aBUCUMOCTHU OT
KOJIMYECTBA, TUIA MIaTéxHOU KapThl (VISA,
HUMO, UzCard) v 6aHKa, B KOTOPOM OTKPbIT
6aHKOBCKUH c4éT). CiielyeT OTMETUTb, YTO
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JlaXke TIpY BbISIBJIEHUH JIpoMa BbIMTH Ha JIpo-
NOBOZIA B JIaHHOM CJlydyae MpPaKTH4YeCKU He-
BO3MOXXHO, TaK KaK He OblJI0 (pU3UYECKOro
KOHTAKTa, aKKayHT OTKpPBbIT Ha KyIJIEHHbIe
Ha CllellMa/bHbIX JIaTGOpMax BUPTYaIbHbIe
HOMepa, TesiepOHHbI HOMep, KOTOPBIA HC-
N0JIb30BAJICA IJI NMPUBA3KU KapThl, TaKXe
OblJI KYIJIEH B JaHHBIX COLUAJIbHBIX CETSX, U
JleHbI'H IlepeBe/leHbl Ha CYET Apola € KapThl
Jlpyroro pgpora.

Cors1acHO OTYETy NpPaBOOXPAaHUTEJbHBIX
opraHoB llIBenny, cTaHOBUTCA Npo6JeMOM
HaWTH JOCTAaTOYHO HAUBHBIX JIIOJEH, corJiac-
HBbIX CTaTb Aponamu [11, c. 41], ogHako, Kak
NIOKa3blBaeT aHaJIU3 M3y4YeHUs YTOJIOBHBIX
JleJ1, B KaXKJ0M CJly4ae COBepIlleHMUs BUIIMH-
ra NpecTynHUKaMU HCI0JIb30BaJMCh KapThl
Zpomnos [12].

Bo3HuKaeT BONpOC 3a4eM HYXHbl KapThl
AponoB? OHU UTPaOT KJIIOYEBYIO POJIb B TOM,
YTOObI UCTHHHbIE MPECTYNHUKH OCTAaBaIUCh
B TeHU. CHaya/la OHU OCYILEeCTBJSAT KUbep-
npecTyIjieHue, K npuMepy QUUIMHT WU BU-
IIMHT, NIOCJIe Yero MOXHUILEeHHbIe JeHeXHble
CpeZCTBa HANpPaBJIAITCA Ha CYET KapT-Apo-
noB. Ha kapTe ApomnoB JeHbrM OCTAKOTCA He
6oJiee yaca, OHU HeEMeJJIEHHO IepeKu/ibIBa-
I0TCA Ha HECKOJIbKO KapT JApPOIOB, a OTOM
yepes3 3JIeKTPOHHbIE KOLIEJbKHA UJIA KPUIITO
OUpKM BBIBOJATCA Ha 3apyOeXkHble cYeTa.
[locsie nosydyeHus cBeJeHUH, COCTABJISALUX
0aHKOBCKY0 TallHY, eCTECTBEHHO, COTPYAHU-
KM BBIXOZAAT Ha JIPOIOB, HO Y T€X eCTb OTBET:
Jl0 3TOT0 OHY NpPOJAJY CBOU KapThl 3a OIpe-
JEeJIEHHYI0 CyMMYy.

TpeTbss KaTeropus JpoONoB — Te, KTO B
Kypce TOro, 4To 6Jiaroiapss UM OTMbIBAKOTCS
JleHbI'Y, [00bITble npecTynHbIM nyTéM. Ho,
HEeCMOTpPS Ha 3TO, 3a KaXJyl TpaH3aKLHI0
Y IlepeBO/, yepe3 ero KapTy OHM IOJIy4aloT
BO3HarpaxzjeHue. Tak, 10 yroJ10BHOMY JieJy
Ne 1-1007-2201/253, rpaxpganka H. B mec-
ceHkepe Telegram, BCTYNUB B NpeCTyNHbIN
CrOBOpP C HEU3BECTHBIM JIMLLOM C HUKHENMOM
«Mercedes» u 0OroBOpUB 3aBeJOMO Ipe-
CTYNHBIN IJIaH XUIEHHUS JIeHeXHbIX CPeJCTB
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¢ GAHKOBCKMX IJIACTUKOBBIX KapT Tpak/AaH
c yciaoBueM nosaydeHus 3 % oT yKpaZleHHOM
CYMMBbI, NpeAOoCTaBU/Ia JAaHHOMY JIMLY J0-
CTyl K CBOMM OaHKOBCKHUM IJIACTHUKOBBIM
KapTaM C LeJbl0 TpaH3UTA YKpPaJeHHbIX
Cpe/ACTB yepe3 eé 6aHKOBCKHE IMJIAaCTUKOBBIE
KapTbl Ha KOULIEJbKHU IIJIaTEXHOIO CEepBU-
ca QIWI. B naHHOM KOHKpETHOM cJjy4yae OHa
Obl1a NpHBJIeYeHa K YTOJIOBHOM OTBETCTBEH-
HOCTHU M0 ctaTbe 243 YK.

OfHako nepByI U BTOPYH KaTeropuio
JIpOIIOB NPHMBJIEYb K YTOJIOBHOU OTBETCTBEH-
HOCTH NPAKTUYECKH HEBO3MO>KHO B CBfI3U C
TeM, YTO B HALMOHAJBHOM 3aKOHOZATeJlb-
CTBe He IpeJyCMOTpeHa yroJIOBHAas OTBET-
CTBEHHOCTb 3a NMPOJAXy U nepefady TpeThb-
eMy JIMLy 6aHKOBCKOUM KapThl, YTO SIBJISETCS
IJIaBHBIM HHCTPYMEHTOM U JIa3€MKOU IpHU
OTMBbIBaHUMU JeHer. [IpuByieys gpomna Kak co-
y4acTHHUKa 1o cratbe 243 YK B0o3MO0kKHO, HO
TOJIBKO I10CJIe A0NpOca APONOBOAA, KOTOPBIX
Y JI0JDKEH yKasaTb, 3HaJ Apon 06 UCTOYHHU-
Ke [OCTYNaBUIMX Ha ero CYET JieHer UJIM HeT,
a, YYUTbIBasA CJOXHYH CXeMy IO BepOOB-
Ke Jpona, U306JUYUTh Jpona TakuM obpa-
30M OYeHb CJI0KHO. Bo-nepBbIX, NOHUMaHUe
TOTO, YTO JleHEeXXHbIU MYJI fBJISI€TCA HEBHH-
HOU >KepTBOM, B 3HAYUTEJIbHOU CTENeHHU HC-
KJIIOYaeT NPUMeHeHUe K HeMY KECTKUX Mep.
Kak 6b110 oTMeueHO B OTuYéTax IlIBeHLap-
ckoro Ilogpasgenenuss GuHaHCOBOU pa3Beji-
ku llIBelilapuy, OGOJIBIIMHCTBY JE€HEXHBIX
MYJIOB CXOJWUT C PyK OTCYTCTBHe WITPadoB,
WJIM OHU OTZeJIbIBAIOTCS TOJIBKO HEGOJIbIIUM
mTpadpoM H3-3a TPYAHOCTH Jl0Ka3aTb, 4YTO
MyJl OCBeJJOMJIEH O mpecTymieHuu [13].

JlponioB B odualiH-pexuMe HILYT, Kak
NpaBUJIO, Cpeld aJKOrOJIMKOB, OOMeH, B
CTyZleHYEeCKUX OOIIEKUTUAX U MHOTOJIIOJ-
HbIX MeCTax, rJie 3a OIpeJe/]IéHHYI CyM-
My JleHer UX NpocsaT 0POPMHUTH B OJIMMKaAM-
meM OaHKe IJIATEXHYI KapTy WJM HOMep
CUM-KapThl, 4YTOObI Cpa3y MpPOWTHU OHJIAWH-
WAeHTUPUKALIMIO B MOOWJIBHOM IMpPHUJIOXKe-
HUW [/ TOC/JeAyIOIero OCyLieCTBJAeHUs
TpaH3aKLuU. B npoBeéHHOM HcC/Ie,0BaHUN
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B Masiaii3uu GblJI0 yCTAaHOBJIEHO, YTO CUH/HU-
KaTbl OOBIYHO MOJIy4alOT CYeTa JAeHEXHbIX
MyJIOB (TaKKe U3BECTHbIE KaK CypporaTHble
cyeTa) NyTéM oOMaHa Tex, KTO HYXKJaeTcs B
JIOMIOJIHUTE/IbHOM [JI0X0Jle U UMeeT HU3KHUU
ypoBeHb (QUHAHCOBOW TrpaMoTHOCTH [14,
c. 481]. OTo He TOJIbKO JiMIla IIpecTapeJsioro
BO3pacTa, HO U MOJIOJble JIIO/U.

He TosibkO 6aHKOBCKasi KapTa, HO U HO-
Mep CUM-KapThbl TaKXke SIBJISETCS OCHOBHBIM
npeJMeTOM CAEJOK MexJy AponaMu U Apo-
NOBOJIaMH, TaK KakK /JJisl OCYLeCTBJIEHUs pe-
TUCTPAlMM B MOOWJIbHBIX NPUJIOKEHUSAX M
TPaH3aKIMU Heo6X0juMa NpUBs3Ka GaHKOB-
CKOM IJIATEXKHOW KapThl K HOMepy CUM-Kap-
Tbl. OJHaKO cxeMa NPUOOPETEHUsA CUM-KapT
HEMHOTI'0 OT/IMYaeTCs OT MoJy4YeHUsI 6aHKOB-
CKUX KapT, TaKk Kak JponoBoJaM B JAHHOM
cly4yae HY>XHbl GU3UYECKUEe CUM-KapThbl, KO-
TOpble OH JI0/DKEH MOJYYUThb OT Jpomna. Tak,
JlpoIoB NnpocAT 0popMHUTH Ha cebs1 CUM-Kap-
Thl, KeJIaTeJIbHO HeCKoJbKo (B P®, k npume-
py, IPaBOOXpPaHUTEJIbHBIMU OpraHaMu y OJ-
Horo jpomna 6b110 u3bsATO 1 608 KapTt [15]),
OCTaBUTh (pU3UYECKHEe CUM-KapThl B OIlpe-
JleJIEHHOM MeCTe, CKUHYTb JIOKALUI0, YTOObI
u36exaTb peajbHOr0 KOHTAKTa C JpOIOBO-
JloM (aHaJIorM4yHas cxeMma JeHCTByeT U JJis
3aKJIaJlYMKOB HApPKOTUYECKUX cpefcTB). [lo-
cJie BbIIIOJIHEHUSI UHCTPYKIMU JIPOIy CKU/IbI-
BAlOTCS JIEHEXHbIe Cpe/iCTBa Ha yKa3aHHYI0
UM KapTy.

Homepa TesiepoHOB CHUM-KapT UCIOJIb-
3YIOTCS He TOJIbKO JJisl IPUBSAASKKM OAHKOB-
CKOM KapTbl, HO U JJs OCYIeCTBJIEHUS
INOJIHOLIEHHOM TpaH3aKLUU MOoCpeSCTBOM
ycayru «Mo6uibHbIN miaTéx» (pakTuue-
CKHM OHa caMa BbINOJIHAET POJib MJIATEXHON
KapThl), OXUIEHHbIE IeHeXXHble CpeJiCTBa
nepeHanpaBJslTCA Ha Jpyrue TesnedoH-
Hble HOMepa JIpOIO0B, a NOTOM Yyepe3 3JeK-
TPOHHble KOLIEeJbKHU HJIU KPUITOOUPKY,
K npuMepy Binance ocywectadawTca P2P
nepeBo/ibl /Il TNOKYNKU KPUITOAKTHBOB
yepe3 0OMEHLIUKOB M, HallpaBJiss JeHbrU
Ha «TropsiuMil» KolleJék caMod maaTdop-
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Mbl (Hot Binance), nepeBogaTcs Ha Apyrue
KPUITOKOIIEJbKH.

XoTsl B mpaBuJiaX UCHOJb30BaHUS CEPBU-
ca «MoOOUJIBbHBIA MJIATEX», K MPUMeEpPy MO-
6usbHOrO omneparopa busaiiH, ycTaHOBJIeHa
BO3MOXXHOCTb H€ MWCIOJIHEHUS HWJM MPUO-
CTAHOBJIEHUS] ONEepPaTOPOM PACHOPSKEHUS O
nepeBo/ie JeHEeXXHbIX CPEeJICTB, «IIPU BO3HUK-
HOBEHMH Y ollepaTopa OCHOBAaHUH I0JIaraTh,
YTO CyILleCTBYeT PUCK HalpaBJeHUs] HeCaHK-
LJMOHUPOBAHHOTO PacnopskeHus U/WIM Ha-
pylleHHUs: TpebOBaHUM 3aKOHOJATeJ/bCTBA
Pecny6simky Y36ekuctaH B 06J1aCTH MPOTHU-
BOJIEMCTBUA Jierajusayuu (OTMbIBAaHMIO)
Jl0X0/J10B, MOJIyYeHHbIX NPECTYNHbIM MYTEM,
u GuHaHCcHMpoBaHus Teppopu3Ma. Ho o6s3a-
TeJIbHbIM yCJIOBUEM SIBJISIETCS yBeJOMJIEHHE
06 3TOM aboOHeHTa MOCPeACTBOM HalpasJie-
HUSA SMS-co006IIeHUsI UJIM UHBIM CIIOCOGOM»
[16]. 3To, ecTecTBEHHO, MOXET MNPUBECTHU
K TOMY, YTO abOHEeHT Oy/eT cTapaTbCs Obl-
CTpee MepeBeCTU JieHeXHble CpeJiCTBa Yepe3
JipyTue CepBUChI, YTOObI COXPAaHUTb OCTaB-
IIYIOCA 4acThb MOXHUIIEHHBIX cpeAcTB. «[lpu
MCII0JIb30BAaHUU AGOHEHTOM “3JIEKTPOHHOTO
cdyeTa” JIJi1 HAKOIJIEHUS JIeHEXHBIX CPEJCTB
(cyMMbl, mpeBbILIAIOLIEN CpeJHeMeCIYHYIO
ab0HEHTCKYl0 ATy 3a TapUQHbIN MJaH B
20 pa3 u 6oJiee), B TOM YHCJIE MOJYYEHHbBIX
OT TpeTbux Jul, OnepaTop ocTaBJjseT NPaBO
NpPUMEHATh WTPadHYI CAaHKLHUIO B pa3Mepe
4,5 % OoT CyMMBbI IeHEXHbIX CPEeJICTB, MOoJJ1e-
»KallMX BO3BpaTy abOHEHTY, IM60 06paTUTh-
cd B YIOJIHOMOYEHHbI€ TOCYyJlapCTBEHHbIE
OpraHbl, Yy4acTBYOLIHEe B NPOTUBOAENCTBUU
Jlerajiv3alnuy J0X0/0B, JOOBITHIX NPeCTyn-
HbIM NOyTéM». B 1esigX BBINOJHEHUA Tpe-
O60BaHUW 3aKOHOJATeJbCTBA Pecnybiuku
Y36ekucTtaH B 006J1aCTU HPOTUBOJAENCTBUA
Jlerajiv3anuu (0OTMbIBaHUIO) J0X0/0B, MOJIY-
YeHHbIX MPEeCTYNHbIM NMyTéM, U GUHAHCUPO-
BaHUIO TeppopU3Ma MOOUJIbHbIE ONIEPATOPHI
00513aHbl OCYLIECTBJATh JAeUCTBUA U/UIU
3anpalinBaTh MHGOpMaILMI0 y abOHEeHTa NpU
OKa3aHMUHU yCJIyr B Inpejesiax cepBuca «Mo-
OMJbHBINA TIaTEX» [16]. XoTs, KaKk MOKa3bl-
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BaeT MpPaKTHUKA, JAHHYI 06S3aHHOCTb OHH
BpSZl JIU BBINOJIHAOT.

Tak, mo yrosoBHomy peay N2 260001/
2023-1099I1H y npectynHuka T. 6bl71a U3b-
AaTta 71 cuM-kapTa (U3 HUX 64 - MOOUJILHO-
ro omneparopa bwusaiiH), npuHaz/exalas
pa3HbIM MOOHWJIBHBIM oOIllepaTopaM, 3ape-
TUCTPUPOBAHHAdA HA pa3HbIX JIML, KOTOpbIE
OKasaJIuChb JponaMu (mpojaiyd CUM-KapThbl
3a ompejeséHHYI cyMMy JeHer). llesbio
IpecTylnHUKa ObLJI0 OTMbIBAaHHWE IOXMUIIEH-
HBIX JIEeHEeXXHbIX CPeJCTB C IOMOLIbI0 JAHHBIX
CUM-KapT Y JaJibHelllee HalpaBJieHHe Je-
HEXHBIX CpeJiCTB Ha pas/IMYHble MeXJyHa-
poJHbIe 3JIEKTPpOHHBIEe KoluesbKU. 200 pas
OCYLIeCTBJISIJINCh ~ NEePEeBOJbI  JEeHEeXHbIX
CpeACTB Ha cyeTa CUM-KapT Ha OOLLyH CyM-
My 200 MuH cyMoB (KakAblid HepeBOJ, IO
1 muH). HecMoTpsa Ha fIBHYIO Jierajusalnuio
Jl0X0/10B, NOOBITBIX MPECTYNHbIM NYyTEM, MO-
OuJIbHble OllepaTopbl He NPEeANPUHANU HU-
KaKUX JeUCTBUHN [AJis GJOKUPOBKH JAHHBIX
abOHEHTOB, YTO MPUBEJIO K OTMBIBAaHUIO [0-
CTaTOYHO KPYIHOM CyMMBI.

3akoH Pecny6sinku Y36ekucrad «O mpo-
TUBOJENUCTBUN JIeraju3alyuu [JOXOJ0B, IO-
JIy4eHHBIX OT MPECTYNHOW JAeATeJbHOCTH,
dUHaHCUpPOBaHUIO Teppopu3sMa U PpUHAHCHU-
POBAaHUIO pacnpOCTpPaHEHUA OPYXKUSA Macco-
BOro yHUUTOXXeHUs» oT 2004 roga Ne 660-11
IJIACUT, YTO «K OpraHU3aLUAM, OCYIeCTBJIA-
I0LMM Ollepalyy C leHe>KHbIMU CpeJiCTBaMH
WJIM UHBIM HUMYLIECTBOM, TaKXe OTHOCATCS
OpraHu3alyy, OCyLIeCTBJSAINE JeHeXHble
nepeBO/ibl, [IJIATEXU U PACYETHI (B TOM UHUC/Ie
U MOOHWJIbHBIE omepaTophl)... OpraHusanuy,
OCYLIeCTBJIAOLME ONepalun C JeHeXHbIMHU
CpeACcTBaMM WJIM WHBIM HMMYLIECTBOM, 00f-
3aHbl: OpPraHMU30BbIBAaTb U BHEJPATb CUCTe-
Mbl BHYTPEHHEro KOHTpPOJIfl, OCyLeCTBJIATh
npoueaypbl UAeHTHUPUKALMU U NPUHHUMAThb
Mepbl M0 HaJJiexkalled IpOBepKe KJIHWeH-
TOB, B TOM 4HuCJe BepUPUKALMIO U pery-
JIIpHOe OOHOBJIEHUE JAHHBIX O KJIHWEHTe U
MX COOCTBEHHUKax; udeHmugduyuposamb
CO6CMBEHHUKO8 W JIUL, KOHTPOJIMPYIOLIUX
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KJIMEHTOB, a TaKXXe NpUuHUMams docmynHble
Mepbl N0 NposepKke UX JAUYHOCMU».

OpHako, HecMOTpd Ha TO, 4YTO HOMe-
pa CUM-KapT BBICTYNAKT B KayeCTBe Opy-
JIUsl TI0 «OTMBIBAaHUIO» J0XOJ0B, AOOBITHIX
NPEeCTYNHbIM MyTEM, SBJAKTCA HeoO6X0JU-
MbIM yCJIOBHEM [IJIsl IPUBSA3KU GaHKOBCKOM
IJIATEXHOU KapThl U UCNIOJIb30BAHUS UHTEP-
HeT-0aHKWHIA, He NpUMeEHseTCs HUKakas
OTBETCTBEHHOCTb B OTHOLIEHUH MOOUIBHBIX
onepaTopoB M O6GaHKOBCKHUX YUYpeX/JeHUH,
a TakXe JWl, NPOJaBLIMX JaHHble HOMepa
CUM-KapT.

CorslacHO NpoBeLEHHOMY OIPOCY Cpefu
cnenoBaTtesied U Ao3HaBatesied, 100 % pe-
CIOH/JEHTOB BBICTYIUJIM 32 HEOOXOJAUMOCTh
BBeJleHNS aAMUHUCTPATUBHOMN U YTrOJIOBHOM
OTBETCTBEHHOCTH 3a Nepesadyy TPeTbUM JIU-
1jaM 6aHKOBCKOW MJIATEXHOW KapThl U HOMe-
pOB CHM-KapT.

CTaTUCTUKA NOKa3blBaeT, YTO CpeJHHUMU
BO3pacT JipomnoB cocTaBiseT 18-25 set [17].
[lo nanHbiM European Money Mule Actions,
JipoliaMy 4allle BCEro CTAaHOBATCA MYXK4M-
Hbl; MoJIoZble Jyitoau oT 18 o 34 set [18].
B l'ostanauu 6611 NIpoBesEH OHJIAWH-ONPOC
cpeau 6oJiee 4yeM 3 ThIC. YeJIOBEK B BO3pacTe
oT 16 0 25 sieT, KOTOPbIHM MOKa3aJl, YTO 0KO-
Jo 10 % u3 HUX npepJaraju CTaTb Apolna-
MU KaK yepes3 colMajibHble ceTU Snapchat u
Instagram, Tak U B opJiaiiH-pexxumMe (CBepcCT-
HUKHM B 1IKOJIe, 3HAKOMbIe, ipy3bs) [19]. Me-
Hee 1 % npu3HaIKCh, YTO B JeMCTBUTEJBHO-
CTU OBbLIU JIeHEeXXHbIM MYJIOM, a HEKOTOpPbIEe
Y BOBCe MOCYUTANU NMPUEMJIEMbIM NepeaTh
CBOU KapThl JJIsl UCIOJIb30BAaHUSA TPETbUMU
aunamu [20]. UMeHHO M3 3TOW KaTeropuu
JIUL, ¥ BepOyIOT JpOMNOB JJ Hocaefyole-
ro OTMbIBaHUSl TOXMUIIEHHBIX JEHEXHBbIX
CpeJCTB.

Kak cnpasegyiuBo otmetusa E. lllectep-
HEBa, «KpeJUTHble OpraHU3alUu 00653aHbl
paspabaTbiBaTh NpaBUJa BHYTPEHHETO KOH-
TPOJIsl, Ha3Ha4yaTh ClelUaJbHbIX JOJKHOCT-
HbIX JIMI, OTBETCTBEHHBbIX 3a peau3alUio
NpaBUJl BHYTPEHHEro KOHTpPOJS, a TakKxke
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IPYHUMATb UHble BHyTPEHHUE OpraHU3alu-
OHHbIe MephI B YKa3aHHbIX Lesax» [21, c. 30].
Takoe npaBuJIo eCcTh B ycTaBax Bcex KOMMep-
yeCKHMX OaHKOB, OJJHAKO Ha JieJjie HabJwoja-
eTcs uHoe. Tak, IpU M3y4eHUU MaTepuasoB
YTOJIOBHBIX JleJ1 ObLJIO YCTAaHOBJIEHO, YTO BHY-
TPEHHSs1 TNpOBepKa NPOBOJLUTCA OaHKaMHU
TOJIBKO B C/Iy4ae KpaXKu JIeHeXHBIX CpeJCTB
HeNnocpeJCTBEHHO CO cYeTOB 6GaHKa (B3J10M
cepBepoB).

Ctout oTrMeTuTh, 4yTO B KHP ycTanoBeH
JIMUMUT Npes0oCTaBJeHUS HOMEPOB CUM-KapT
Ha OJIHO JIMLIO, 2 UMEHHO: He 6oJiee 4YeThbl-
péx. B ciy4yae ecan siMno nepenact Ux Tpe-
TbUM JIMIAM, TO OH Oy/JeT NPUBJEYEH K OT-
BETCTBEHHOCTU. MHOCTpPaHHBIM TIpakJaHaM
NpesoCTaBAsAeTCd OJUH HOMep CUM-KapThl,
¢yHkuoHupyomun 30 nHeit. JlaHHas npak-
THKa I03BOJIAET Ipecedyb MWCIOJIb30BaHHUE
KapT JpomnoB. /[IpyruM HOJIOXKUTEJTbHbIM
onbiToM KHP saBA1eTcqa HEBO3MOXKHOCTB 0Cy-
IleCTBJIEHUs] TPaHCIPAaHUYHBIX [E€PEeBO/IOB
yepe3 06aHKOBCKHE KapThbl WU OAHKOMAThI,
Heo6X0JUMO JIMYHO OOpaTUTbCA B OGAHKOB-
CKOe y4YpeXKJleHWe, 4YTO pPe3KO IOBbIIIaeT
HIaHChl B OOpbOE C OTMbIBAaHUEM J[0XO/0OB,
JIOOBITBIX MPECTYNHBIM MYTEM.

Hcxona v3 BBILIEU3JIOKEHHOr O, NpejJia-
raeTcsi BBECTH JUMUM Ha npedocmasseHue
HOMEpPO8 CUM-Kapm Ha 00HO20 4Yes108eKa s
npece4yeHUsd JeATeJbHOCTH JpOINOB U Jera-
JIU3aL UM [JI0X0JI0B, JOOBITBIX NPECTYHHbIM
NyTEM.

YuuThiBadg, 4YTO Jeraavsayus JOXOZO0B,
JIOOBITBIX MPEeCTYNHbIM NyTéM, OCYLeCTB-
JIIeTCSl He TOJIbKO C MOMOLIbI0 6aHKOBCKHX
IJIATEXHbIX KapT, HO U HOMepoB SIM-kapr,
neJsiecoo6pasHo gonoaHuTh Koaekc Pecny6-
JIUKU Y36eKkucTtaH 06 aJMHHUCTPATHUBHOU
OTBETCTBEHHOCTHU CTaTbed 179° U U3JI0XKUTH
eé B CJeAylollerd peAaKlyu:

«HapyweHue nopsidka npedocmas.ie-
HUusl onepamopamu comoeoll c8si3u HoMe-
poe SIM-kapm

HapyweHue nopsadka npedocmasieHus
onepamopamu comoeol ces3u Homepos SIM-
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Kapm, 8 moM vucje 6e3 ucmpe6o8aHus, nosy-
YeHusl uau udeHmug@ukayuu AUYHOCMU, NPU-
geduiee k nocsaedyowell nepedaye JaHHbIX HO-
Mmepoe SIM-kapm mpembum Auyam, a makxice
npesgbvluweHue AUMUma 0hopMAeHHbIX Hd 0OHO
Auyo Homepos SIM-kapm, —

8/1euém Ha/o0xceHue wmpaga om nssmude-
csimu do cma 6a308bIX PACUEMHBIX BEAUYUHN.

HakazaHus 3a 1,06pOBOJIbHOE NPELOCTaB-
JIeHUe Cpe/ICTB IlJIaTeXXa MOILIeHHUKaM Cylie-
CTBYIOT U BecbMa CcypoBble. CKaxeM, B Kutae
HaKa3aHWe MOXXeT ObITb MOXXU3HEHHBbIM (B
P® TouyHO Tak e, B CJAy4yasx ecad Jpon 3a-
MellaH B MepeBoJie CPeACTB, HalpaBJIeHHbIX
Ha ¢uHaHCcupoBaHUe Teppopu3Mma). B EBpo-
ne - o 10 seT 3akntouenus [22]. CtaTbs 222
YK Pecny6suku Benapych npesycMaTpuBaeT
YyTOJIOBHYI0 OTBETCTBEHHOCTb 3a HeE3aKOH-
HbI 060POT CpeACTB MJaTexa U (U/IM) HH-
CTPYMEHTOB: 3a «... COBEPIIEHHOE U3 KOPbICT-
HbIX MOOYXJAEHUW HEe3aKOHHOE pacnpocTpa-
HeHUe PEeKBU3UTOB OAHKOBCKHUX MJIATEXKHBIX
KapToyek JIN60 ayTeHTUPUKALMOHHBIX JjaH-
HBbIX, IOCPEJCTBOM KOTOPbIX BO3MOXKHO I0JIy-
YyeHHe J,0CTyIa K cueTaM JIN60 3JIEKTPOHHbIM
KolleJibKaM» BIUIOTh A0 10 JieT JulleHud
CB0O0OO/1bl, @ 3/IMUHUCTPATUBHON OTBETCTBEH-
HOCTHU 3a 3TO He NpeJlyCMOTPEHO.

B TaiiBane [23] 19 masa 2023 roja 6b11u
BHeCeHbl nomnpaBkU B 3akoH «0 6opbbe c
OTMBIBAaHUEM JI0XOJI0B», TNpPeAyCMaTpUBalo-
1iMe JponaM YroJIOBHYH OTBETCTBEHHOCTb.
Ctatbsi 15-1 3akoHa ykasbiBaeT: «Hu onHO
JIUII0 He JI0JDKHO IepefiaBaTb WJU NpeJo-
CTaBJIATb JOCTYN APYrod CTOpOHEe K UHPOP-
Manuy 06 y4ETHOM 3aNMCH, KOTOPYIO OH UJIU
OHa WJIM JpyrHe Jvua nojaau B QUHaHCOBOE
yupexJieHue, UJiu K HOMepy cuyeTa, KOTOpbIi
OH WJIM OHA NOJa/d B KOMIAHUH, 3aHUMAI0-
muecs naatGopMaMy BUPTYaJlbHOM BaJIOThI
WJIM TPaH3aKIMAMHU, UM K HOMepaM CYEeTOB,
NOJIJaHHbIM B CTOPOHHME NJIATEXHble CEPBU-
cbl. JIMLIO0 NOAJ/IE)KUT HAaKa3aHUIO B BUJiE TIO-
PEMHOI0 3aKJI0YeHUs Ha CPOK /0 TPEX JIET,
coJiep>KaHUsA MoJ CTpaxked W/uau wrpada B
pasMepe [0 OJIHOTO MMJIJIMOHA HOBBIX Tail-
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BaHbCKUX J0JIApOB, ecau: 1) mpecTymie-
HUE COBepIleHO BO BpeMs Jadu 06eljaHUM
WJIM YCIYTHU 3a YCAYTy; 2) o61iee KOJIU4eCTBO
CYETOB WJIM J0CTABJIEHHbIX HOMEPOB CYETOB
6oJibllle TPEX; 3) MpecTyIJieHWe COBEepIlIeHO
IOBTOPHO B T€YEHHE NSATHU JIET MOCJIE TIEPBO-
ro BBITOBOPA CO CTOPOHBI NMOJIMLEHCKUX BJIa-
CTeU».

Eciv mosib3oBaTesb NPOCTO NepesaéT
CBOI0 OAHKOBCKYI KapTy C HapoJieM WJIU
NpeAoCTaBaAsieT HOMEpP KapThl, YTOObI €My
nepeBesid JleHe)XXHble CpPeJCTBa, — 3TU Jlel-
CTBHUS He SIBJISIIOTCS YTOJIOBHO HaKa3yeMbIMU
M CYUTAIOTCA 3aKOHHBIMH, MOCKOJIbKY OHU
OTPAaHUYMBAIOTCS JIMIIb €ro JIMYHbIMH IJIa-
TEXXaMH U He 3aTPAaruBaloT YyKHe UHTEPECHL.

Ctatbsa 191 YK KHP [24] npepgycmaTtpu-
BaeT YTOJIOBHYI0 OTBETCTBEHHOCTb 3a CO-
JleCTBHE B TepeBOJie JEHEXHbIX CPeJCTB
NyTEM IEPEeYUCJeHUA Ha CYET WK NYTEM
MCIOJIb30BAHUSI HHBIX CIIOCOGOB pPacyéTa;
COZleiCTBHE B NepeBo/ie JeHEXKHBIX CPE/CTB
3a rpaHully; YTauBaHUE U COKPbITHE UHBIMU
Coco6aMy MCTOYHUKOB M XapaKTepa J10XO0-
JI0B, TIOJIYYEHHBIX MPECTYNHbIM MYyTEM, KBa-
JuduUUpysl AaHHble AesHUs KaK OTArdaro-
niee 0O6CTOSATENBCTBO (Haka3biBaeTcsa o 10
JIeT JIMIlIeHUs cBo6o/ibl U lITpadoM B pasMe-
pe oT 5 10 20 % «OTMBITBIX JEHET».

CornacHo cratbe 324-1 YK Opanuuu
[25]: «OTMBbIBaHUE ZileHer — 3TO COAelcTBUe
JIIOOBIM CIIOCOOOM JIOXKHOMY OOGOCHOBAHUIO
IPOUCXOXKJAEHUSI HMMYIEeCTBA MM JI0XO-
JIOB JIMIA, COBEPIUMBLIETO YTrOJIOBHOE Mpe-
CTyIJIEeHHE WJIM MeJIKOe IMpaBOHApYIIEeHHE,
KOTOpO€ MPHHEC/JO0 eMy MNpsSIMyK WU KOcC-
BEHHYI0 BbIroJy. OTMbIBaHUE J€HEr TaKKe
BKJIIOYAET B cebsi codelicmeue B UHBECTHPO-
BaHUU, COKPBITMM WJM KOHBEPTALMHU IMps-
MbIX WJIM KOCBEHHBIX pe3yJIbTATOB YTOJIOB-
HOTO MPEeCTYIJIEHUS] UM MEJIKOTO IMpaBOHa-
pyuieHusi. OTMbIBaHUE JieHeT HaKa3bIBAETCs
TIOPEMHBIM 3aKJIOYEHHEM CPOKOM Ha MHATHb
JeT u urpadpom B pasmepe 375 ThiC. eBPO».

CorsnacHo ctaTbe 261 YK ®PT [26]: «JT1o0-
60M, KTO MpsAYeT NpeJMeT, ABAAIILUICA pe-
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3yJIbTaTOM HE3aKOHHOTO JesHus (TsSKKue
NpecTyIJIeHUs]; MeJIKhe NMpaBOHAapylUeHUs B
COOTBEeTCTBUH C (a) paszaenoMm 332(1), Takxke
B COYETAHUHU C noAapasjesoM (3) u pasaenoMm
334; (b) craTtba 29 (1) N2 1 3akoHa 0 HapKo-
TUKax U cTtaTbs 19 (1) N2 1 3akoHa o npekyp-
Ccopax HAapKOTHUKOB (KOHTpOJie)), CKpbIBAeT
ero NpoOUCXOXK/JeHUe UM NPensiTCTByeT WU
cmasum nod y2po3sy paccsiedosaHue ero mpo-
HCXOX/IeHUSs], ero0 oObHapyKeHHe, KOHPHCKa-
LIM10, JIUIIeHWe CBO6O/Jbl MU odUIlMaTIbHOE
obecrnieyeHHe €ro COXPAaHHOCTH, MOJAJIEXKUT
TIOPEMHOMY 3aKJIIOUEHUI0 Ha CPOK OT TPEX
MecsLeB /10 NATHU JieT. JIro6oe uL0 B ciay4a-
AX, NpeLyCMOTpPeHHbIX noApasjenamMu (1)
wiu (2) Bbllle, o 2py6oll HebpedcHocmu He
oceedomaéHHoe 0 TOM (aKTe, YTO OOBEKT
ABJIIETCA pe3y/JIbTaTOM HE3aKOHHOIo /Jies-
HUS, yKa3aHHOTO B mnojpaszesie (1) Bbllle,
nodsaexcum HAKA3aHUK B BUJEe THOPEMHOTO
3aKJ/II0OYEHUs] Ha CPOK He 6oJiee ABYX JIET WU
wtpada». To ecTb HE3HAHHME O TOM, UTO Iepe-
Be/IEHHbIE Yyepe3 ero KapTy JeHeXHble Cpeji-
CTBa ObLIM MPECTYNHBIMU JOXOJAMHU, HE OC-
BOOO0/1aeT OT YrOJIOBHOW OTBETCTBEHHOCTH.

B CcOOTBETCTBHM C 3aKOHOZAATEJbCTBOM
Besnko6GpuTaHUM JpONbI MOTYT MOJIYYUTH
HaKa3aHHe BIJIOTb A0 14 JieT JUllIeHHsI CBO-
6oabl. [ToMUMO 3TOrO, Y APONOB BO3HUKHYT
npo6JsieMbl, CBSI3aHHblE C MOJIyYeHUEM Kpe-
JIUTOB WJIM 3alMOB, 3aKpbITUEM OaHKOBCKO-
ro cyeTa, KOTOpPbIM MCHOJIb30BaJICd B Kaue-
CTBe CpeJCTBa MO OTMbIBAHUIO J€HEXHBIX
cpencts. Kpome Toro, B CILIA aponbl MoryT
NpHBJIeYeHbl K MEPCOHaJbHON OTBETCTBEH-
HOCTU 3a BO3BpaT IMOXHUILIEHHBbIX y XEPTB
CPe/ACTB, €C/IM UX KapThl MCHOJIb30BaJUCh B
KayeCcTBe Cpe/CTBa MO OTMbIBAHUIO Jl€HEX-
HBIX CpeJCTB.

Open JioBenxeiim (Oded Lbwenheim)
TaKXKe YTBEPK/aJl, YTO «CYBEPEH HE HUCKJIIO-
yaeT OTBETCTBEHHOCTH 3a OTMbIBaHHUe /Jie-
Her C NOMOIbIO JIeHEeXXHbIX MyJ0B. Kaxabii
rpaXkJaHuH HeCET OTBETCTBEHHOCTb 3a CBOU
NOCTYIKHU U, CJe/l0BaTeJNbHO, JO/LKEH OBbITh
HacTopoxe. B sutepaTtype, BLOXHOBJIEHHON
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dyko, Takoe MoBejieHUE U3BECTHO, KaK “OT-
BeTCTBeHHOCTB” (responsibilization), TexHo-
JIOTHS yIpaBJieHUsl Ha pacCTOSTHUM, KOTopast
TUMNWYHA [JI1 Halled HbIHeIIHeW rocynaap-
CTBeHHOCTU» [27, 28].

Kak cnpaBeasinBo ormetua Jlus 3uriep,
JUPEKTOp MO0 NOTPeOUTE/NbCKOMY MOIlEH-
HUYECTBY W (UHAHCOBBIM NPECTYIJIEHUSM
Lloyds Bank: «3a BceMu 3TUMU 04YeBUHBIMU
cXeMaMU ObICTPOro oboraujeHus CTOSAT opra-
HU30BaHHbIE MPECTYNHbIE PYNINUPOBKH, OT-
YasiHHO MbITAIOLUECS OTMbBITh YKpaJleHHbIe
MMHU Ha/IMYHble, YAaCTO Y HEBUHHBIX KEePTB
MoOllleHHUYecTBa. BoT nmoyemMy Haka3aHuA 3a
TO, YTO Bbl CTAHOBUTECH JIEHEXXHBIM MYJIOM
(money mule), HaCTO/NIBKO CYpOBBI U MOTYT
BKJIIOYATh TIOPEMHOe 3akJjiyeHue» [29].

OTcyTcTBHEe B HALMOHAJIBHOM 3aKOHO-
JlaTeJbCTBe OTBETCTBEHHOCTH 3a Iepejady
IJIaTEXHOW KapThl MJIU HOMeEpA CUM-KapThl
NpecTyNHUKaM U 3a OKa3aHue UM JIpyTuX yc-
JIyT IPUBOJUT K C06JIa3HY 3apaboTaThb «JIEr-
Kue» JleHbI'M, 3JIOYMbIIJIEHHUKHA OCTalTCs
O6e3HaKa3aHHbIMM, a /[leHeXHble CpeJCTBa
YKEPTB yTeKalT Ha 3apy0bekHble cYeTa, Mo3-
TOMY He y/AaéTcsl 06eclieduTb BO3MelleHHUe
MM MaTepuaJbHOIrO0 yiiepoa.

BbIBOABI

OCHOBHOM J1a3eHKOU B 3aKOHOAATEbCTBE,
KOTOpOe ¥ NPHUBOJUT K MaccOBOM BepOOBKe
JIPOIIOB, SIBJISIETCS OTCYTCTBUE OTBETCTBEHHO-
cTU. Beib UTO He 3ampelieHo — TO pa3pelieHo.
[losToMy A/ mpefoTBpallleHUsl YXy/ALIeHNus
KPUMHUHOTEHHOM CUTyalUu lLiesiecoobpas-
HO BHECTH U3MeEHEeHHe B 3aKOHO/aTeJIbCTBO,
npejycMaTpuBamliee YroJOBHYK  OTBET-
CTBEHHOCTb 3a NO0J06HOoe JesHue. B cBaA3u ¢
3TUM Heob6XO0JMMO BHECTH U3MEHEHUS B Jlelt-
CTByIOLlee a[MUHUCTPAaTUBHOE U YTOJOBHOE
3aKOHO/1aTeJIbCTBO, YTOOBI YMEHBLINUTD KOJIU-
4YeCTBO JJPONOB U NpPeAOTBPATUTb YTEUKY Je-
HEXXHbIX CPe/ICTB Ha 3apyOeKHble cyeTa.

Jononnutsh Kopekc Pecniy6ivku Y36eku-
CTaH 06 a[]MUHUCTPATUBHON OTBETCTBEHHO-
CTU CTaTbEH 179° U U3JIOXKUTH €€ B Cleaylo-
1er pelakKLUu:
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«He3akoHHbILI 060pom cpedcme naa-
medica u (uau) uHCmpymeHmos, a makice
Homepoe SIM-kapm

[lepedaua, npuobpemeHue, UCN0/1b3084-
HUe YyxHux 6AHKOBCKUX NJAAMENCHbIX Kapm,
OaHKOBCKUX C4emo8 U c4emo8 Ha Mo6u/b-
HbIX NPU/AOHCEHUSX, UHbIX NAAMENCHbIX UH-
cmpymeHmos u cpedcms, Homepos SIM-kapm
u (uau) npedocmasaeHue docmyna K HeMmy, a
pasHO He3aKOHHOe pacnpocmpaHeHue pekeu-
3Umoe 6aHKOBCKUX NIAMENCHbIX Kapm, HoMe-
pos SIM-kapm au6o aymeHmMu@uKayuoOHHbIX
O0aHHbIX, NOCPedCcMBOM KOMOPbIX B803MONHCHO
nosyyeHue docmyna kK c4emam JAub6o 3.J1ek-
MPOHHbIM KPUNMOKOWeAbKAM, —

8/1euém Haso0xceHue wmpaga om nssmude-
csimu do cma 6a308bIX PACYEMHbLIX 8E/AUYUH,
UAU A0MUHUCMPAmMuBHbll apecm do nsIMHao-
yamu cymok.

To dce npasoHapyweHue, nogaékuiee npu-
YUHEHUe 3Ha4Ume/bHo20 yujepba, —

g/se4ém adMuHucmpamusHwlll apecm 00
nsmuadyamu Cymok ¢ Ha/oxceHuem wmpagpa
om cma do cma namudecsamu 6a308biX pac-
YEMHbBIX 8E/AUYUH.

JlonosiHUTH YTroJIoBHBIN KoJekc Pecmny6-
JINKW Y30€eKHCTaH CTaTbér 243! U U3JI0KUTD
e€ B cieAyolled peJlaKLUu:

«He3akoHHbIll 060pom cpedcme naa-
medica u (uau) uHCmpymeHmos, a makice
Homepoe SIM-kapm

Ilepedaua, npuobpemeHue, ucCno.1b306a-
HUe 4yxHux 6aHKOBCKUX NJAAMENCHLIX Kapm,
6AHKOBCKUX CYEIMO08 U CYemo8 Ha MOOU/AbHbIX
NPUAOHCEHUSIX, UHbIX NJAAMENCHBIX UHCMPY-
MeHmo8 u cpedcms, Homepog SIM-kapm u
(unu) npedocmasaeHue docmyna K Hemy, a
pasHO He3aKOHHOEe pacnpocmpaHeHue pek-
8U3UMO8 OGAHKOBCKUX NJAAMENCHbIX Kapm,
Homepos SIM-kapm sau6o aymeHmuguka-
YUOHHbIX OAHHbIX, NOCPedCmBOM KOMOPbIX
803MOJCHO noJyyeHue docmyna K cyemam
AU60  3/EKMPOHHbLIM  KPUNMOKOWeNbKaM,
CO8epWEHHOE Nnocae NpuMeHeHusl A0MUHU-
CMpamueHo20 83bICKAHUS 3a makue dxce deli-
cmeaus,
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— Hakaswvleawmcs wmpag@om om cma nsi-
mudecsimu do mpéxcom 6a308blX paACcHEMHbBIX
8e/IUMUH UAU UCNPABUMENbHbIMU pabomamu
om dsyx do mpéx s1em Au60 AuweHueM c8060-
dbl do mpéx snem.

Te dce delicmsusi, cogepuwéHHble:

a) no npedsapumesnbHOMy C2080py 2pyn-
notl auy;

6) cosepwiéHHble NOBMOPHO UAU ONACHBIM
peyudusucmom;

8) nos1éKwue npuvuHeHUe KpynHozo yujepoa,

— HAKasblearmcsi 02paHu4eHueM Ceo-
60dbl om mpéx do nsimu Jem uau JAuuleHUem
€80600bl Ha cpok om mpéx do decsimu siem co
wmpagom 6 pazmepe om mpéxcom Ao namu-
com 6a308blX pACYEMHbBIX 8EJAUYUH.

Te dice deticmsusi, cogepuwéHHble:

a) op2aHu308aHHOU 2pynnotl uau 8 eé uH-
mepecax;

6) nos/iékwue npuyuHeHue yujepba 8 0co-
60 KpynHoM pasmepe,

— Hakaswvlearomcsi JauuleHuem c80600bl
om nsamu do decsimu siem AulleHusi c80600b1».

Kpome Toro, Hafo 06s53aThb Bce GAaHKOB-
CKHe y4pexJeHHus MpPU BblZadye 6aHKOBCKOU
NJIATEXHOU KapThl (PU3UYECKON MU BUPTY-
aJIbHOW) MpeaynpexJaTb 0 HAJTUYUU OTBET-
CTBEHHOCTU 3a Iepejiladyy KapTbl TPETbEMY
JIUIY, TAKyI0 ke MpoleAypy clesaTb 00s13a-
TeJIbHOU U JiJI1 MOOUJIbHBIX ONepPaToOpPOB, KO-
TOpbIE JOJDKHBI NpeAynpeauTb 00 aJIMUHU-
CTPAaTUBHOM U YrOJIOBHOW OTBETCTBEHHOCTH
3a mepejady TPETbeMY JIMIY HOMEPOB CHM-
Kapr.
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